US009164692B2

a2 United States Patent 10) Patent No.: US 9,164,692 B2
Kavuri (45) Date of Patent: *Oct. 20, 2015
(54) SYSTEM AND METHOD FOR ALLOCATION (58) Field of Classification Search

OF ORGANIZATIONAL RESOURCES

CPC ... GOGF 3/065; GOGF 3/0604; GOGF 3/0683;
GOGF 2003/0697

(71)  Applicant: Comm Vault Systems, Inc., Oceanport, USPC oo 711/162, 170
NJ(US) See application file for complete search history.
(72) Inventor: Srinivas Kavuri, Bangalore (IN) .
(56) References Cited
(73) Assignee: IS})I(n[}nsw)'ault Systems, Inc., Tinton Falls, US. PATENT DOCUMENTS
(*) Notice: Subject. to any disclaimer,. the term of this iggg:g%g ﬁ g;}ggz I(\:Ifle otal
patent is extended or adjusted under 35 .
U.S.C. 154(b) by 0 days. (Continued)
This patent is subject to a terminal dis- FOREIGN PATENT DOCUMENTS
claimer.
EP 0259912 3/1988
(21) Appl. No.: 14/269,573 EP 0405926 1/1991
. (Continued)
(22) Filed: May 5, 2014
OTHER PUBLICATIONS
(65) Prior Publication Data
U.S. Appl. No. 13/606,371, filed Sep. 7, 2012, Kavuri.
US 2014/0244955 Al Aug. 28,2014 .
(Continued)
Related U.S. Application Data
(63) gomigua;i)ol% of applIi)C?ti?\Irl N§~71235/ 69%605371151,ﬁfq on Primary Examiner — Sheng-Jen Tsai
ep. 7, , now Pat. No. 8,725,980, which is a S
continuation of application No. 11/639,830, filed on g:a)r %ﬁo}};ney, Agent, or Firm — Knobbe, Martens, Olson &
Dec. 15, 2006, now Pat. No. 8,266,406, and a ’
(Continued) (57) ABSTRACT
(51) Int.Cl System and methods for storing electronic data is provided,
GO6F 12/00 (2006.01) where the system comprises a storage manager component
GO6F 13/00 (2006.01) and a management module associated with the storage man-
(Continued) ager component. The management module is configured to
receive information related to storage activities associated
(52) US.ClL with one or more storage operation components within the
CPC e GO6F 3/065 (2013.01); GO6F 3/0604 storage operation system under the direction of the storage

(2013.01); GOGF 3/0605 (2013.01); GO6F
3/0631 (2013.01); GOGF 3/0653 (2013.01);
GOGF 3/0683 (2013.01); GOGF 3/0685
(2013.01); GOGF 11/327 (2013.01);

(Continued)

manager component. The management module is adapted to
predict storage operation resource allocations based on the
received information related to the storage activities.

20 Claims, 17 Drawing Sheets

402
Access Relevant Information -/

is information Accessed

by a Master Storage
Manager?

Associated with S
From on or more

Send Accessed Information “®
torage Operations J
Storage Managers
to the Master Storage Manager
Component

Foracasting and Allocating Resources
with One or Mora Storage
Opaerations Based on Processing of
the Accessed Information




US 9,164,692 B2

Page 2

Related U.S. Application Data 6,148,412
6,154,787
continuation-in-part of application No. 11/120,619, 6,157,963
filed on May 2, 2005, now Pat. No. 7,343,453 6,161,111
6,167,402
(60) Provisional application No. 60/752,196, filed on Dec. 6,212,512
19, 2005, provisional application No. 60/752,197, 2’528’823
filed on Dec. 19, 2005, provisional application No. 6:269:431
60/567,178, filed on Apr. 30, 2004. 6,275,953
6,301,592
(51) Int.CL el
GOGF 13/28 (2006.01) 6’330’570
GOGF 3/06 (2006.01) 6,330,642
GOGF 11/32 (2006.01) 6,343,324
HO4L 29/08 (2006.01) s
(52) US.CL 6,389,432
CPC ... HO4L 29/08135 (2013.01); HO4L 67/10 6,389,559
(2013.01); GOGF 2003/0697 (2013.01) 6,397,166
6,414,985
. 6,418,478
(56) References Cited 6.421.711
6,438,595
U.S. PATENT DOCUMENTS 6,466,950
5,005,122 A 4/1991 Griffin et al. 2"5‘%’23
5003912 A 3/1992 Dong et al. 6.516.348
5,133,065 A 7/1992 Cheffetz et al. 6.519.679
5,193,154 A 3/1993 Kitajima et al. 6’538,669
5212772 A 5/1993 Masters 6.542 468
5,226,157 A 7/1993 Nakano et al. 6.542.972
5,239,647 A 8/1993  Anglin et al. 6.564.208
5,241,668 A 8/1993 Eastridge et al. 6’587,970
5,241,670 A 8/1993 Eastridge et al. 6’604,118
5,276,860 A 1/1994 Fortier et al. 6.611.849
5,276,867 A 1/1994 Kenley et al. 6’629,189
5,287,500 A 2/1994 Stoppani, Jr. 6.643.801
5313,631 A 5/1994 Kao 6.658.436
5,321,816 A 6/1994 Rogan et al. 6’658,526
5,333,315 A 7/1994 Saether et al. 6’691,209
5,347,653 A 9/1994 Flynn etal. 6.732.124
5,410,700 A 4/1995 TFecteau et al. 6.771.595
5,448,724 A 9/1995 Hayashi 6’792,472
5491,810 A 2/1996  Allen 6.820.035
5,495,607 A 2/1996 Pisello et al. 6.839.724
5,504,873 A 4/1996 Martin et al. 6.925.476
5,544,345 A 8/1996 Carpenter et al. 6’952,737
5,544,347 A 8/1996 Yanai et al. 7.035.880
5,559,957 A 9/1996 Balk 7.065.615
5,619,644 A 4/1997 Crockett et al. 7’068’597
5,638,509 A 6/1997 Dunphy et al. 7082.441
5673381 A 9/1997 Huai ef al. 7°085.904
5,699,361 A 12/1997 Ding et al. 7’089,281
5,729,743 A 3/1998 Squibb 7093.012
5,751,997 A 5/1998 Kullick et al. 7°093.089
5,758,359 A 5/1998 Saxon 7.096.269
5,761,677 A 6/1998 Senator et al. 7’096’315
5,764,972 A 6/1998 Crouse et al. 7103.740
5,778,395 A 7/1998 Whiting et al. 7’106,691
5,812,398 A 9/1998 Nielsen 7120.757
5,813,009 A 9/1998 Johnson et al. 7130.970
5,813,017 A 9/1998 Morris 7146.377
5875478 A 2/1999 Blumenau 7' 158.985
5,887,134 A 3/1999 Ebrahim 7197.490
5,901,327 A 5/1999 Ofek 7,203,944
5,924,102 A 7/1999 Perks 7.216.244
5,950,205 A 9/1999 Aviani, Jr. 7231391
5,974,563 A 10/1999 Beeler, Jr. 7’340’652
6,021,415 A 2/2000 Cannon et al. 7’343’356
6,026,414 A 2/2000 Anglin 7343.453

6,052,735 A 4/2000 Ulrich et al. 292
6,058,066 A 5/2000 Norris et al. 7,343,459
6,076,148 A 6/2000 Kedem et al. 7,346,623
6.088.697 A 7/2000 Crockett et al. 7,346,751
6094416 A 7/2000 Ying 7,395,282
6,131,095 A 10/2000 Low et al. 7,401,064
6,131,147 A 10/2000 Takagi 7,454,569
6,131,190 A 10/2000 Sidwell 7,461,101

Bl
Bl

*

11/2000
11/2000
12/2000
12/2000
12/2000
4/2001
7/2001
7/2001
7/2001
8/2001
10/2001
11/2001
12/2001
12/2001
12/2001
1/2002
3/2002
3/2002
5/2002
5/2002
5/2002
7/2002
7/2002
7/2002
8/2002
10/2002
11/2002
2/2003
2/2003
2/2003
3/2003
4/2003
4/2003
5/2003
7/2003
8/2003
8/2003
9/2003
11/2003
12/2003
12/2003
2/2004
5/2004
8/2004
9/2004
11/2004
1/2005
8/2005
10/2005
4/2006
6/2006
6/2006
7/2006
8/2006
8/2006
8/2006
8/2006
8/2006
8/2006
9/2006
9/2006
10/2006
10/2006
12/2006
1/2007
3/2007
4/2007
5/2007
6/2007
3/2008
3/2008
3/2008
3/2008
3/2008
3/2008
7/2008
7/2008
11/2008
12/2008

Cannon et al.
Urevig et al.
Courtright, III et al.
Mutalik et al.
Yeager

Barney et al.
Zalewski et al.
Anglin

Dunham

Vahalia et al.
Aoyama et al.

Xu et al.

Long

Crighton

Carteau

Hubis et al.
Eastridge et al.
Goodman et al.
Pothapragada et al.
Sawdy et al.

Leung et al.
Furukawa et al.
Ignatius et al.
Blumenau et al.
Blumenau et al.
Ono

Ofek et al.

Birkler et al.
MacFarlane et al.
Devireddy et al.
Lagueux, Jr. et al.
Hatakeyama
Ignatius et al.
O’Connor

Wang et al.
Kleiman et al.

Raff et al.
Sandstrom et al.
Jammu et al.
Oshinsky et al.
Nguyen et al.
O’Connell

Koseki et al.
Gilbert et al.
Otterness et al.
Zahavi

Manchanda et al.
Multer et al.

Coates et al.
Crescenti et al.
Sugino et al.
Fijolek et al.
Zahavi et al.
Mizuno et al.
Kazemi et al.
Olstad et al.

de Brebisson
Yamagami

Takeda et al.
Colgrove et al.
Decaluwe et al.
Tsuge

Devassy et al.
Nowicki et al.
Liskov

English

van Rietschote et al.
Amano
Aronoff et al.
Jarvis et al.
Prahlad et al.
Prahlad et al.
Prahlad et al.
Prahlad et al.
Prahlad et al.
Crescenti et al.
Arone et al.
Kavuri et al.
Hsu et al.

................ 711117



US 9,164,692 B2
Page 3

(56)

7,461,230
7,469,262
7,472,312
7,490,207
7,502,902
7,529,745
7,533,181
7,536,693
7,546,354
7,546,364
7,617,262
7,617,321
7,644,245
7,765,167
7,831,566
7,904,681
8,112,605
8,266,406
8,306,926
8,335,776
8,661,216
8,706,993
8,725,980
2001/0047400
2002/0019909
2002/0120741
2002/0124137
2002/0143999
2002/0181395
2002/0194526
2003/0005119
2003/0023743
2003/0023893
2003/0037061
2003/0065759
2003/0079018
2003/0126200
2003/0161338
2003/0212859
2004/0006572
2004/0006578
2004/0078632
2004/0117438
2004/0133634
2004/0193625
2004/0225437
2005/0010843
2005/0015554
2005/0044114
2005/0060613
2005/0120093
2005/0172073
2005/0174869
2005/0188109
2005/0228875
2005/0243611
2005/0246376
2005/0254456
2005/0257062
2006/0005074
2006/0010341
2006/0031594
2006/0047931
2006/0092861
2006/0107089
2006/0171315
2006/0174075
2006/0206662
2006/0215564

References Cited

U.S. PATENT DOCUMENTS

Bl
B2
B2
B2
B2
B2
B2
Bl
Bl
B2
B2
B2
B2
B2
B2
Bl
B2
B2
B2
B2
B2
B2
B2
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al

12/2008
12/2008
12/2008
2/2009
3/2009
5/2009
5/2009
5/2009
6/2009
6/2009
11/2009
11/2009
1/2010
7/2010
11/2010
3/2011
2/2012
9/2012
11/2012
12/2012
2/2014
4/2014
5/2014
11/2001
2/2002
8/2002
9/2002
10/2002
12/2002
12/2002
1/2003
1/2003
1/2003
2/2003
4/2003
4/2003
7/2003
8/2003
11/2003
1/2004
1/2004
4/2004
6/2004
7/2004
9/2004
11/2004
1/2005
1/2005
2/2005
3/2005
6/2005
8/2005
8/2005
8/2005
10/2005
11/2005
11/2005
11/2005
11/2005
1/2006
1/2006
2/2006
3/2006
5/2006
5/2006
8/2006
8/2006
9/2006
9/2006

Gupta et al.
Baskaran et al.
Jarvis et al.
Amarendran et al.
Sato et al.
Ahluwalia et al.
Dawson et al.
Manczak et al.
Fan et al.

Raman et al.
Prahlad et al.
Clark

Prahlad et al.
Prahlad et al.
Kavuri et al.
Bappe et al.
Kavuri
Kavuri
Prahlad et al.
Gokhale
Kavuri et al.
Prahlad et al.
Kavuri
Coates et al.
D’Errico
Webb et al.
Ulrich et al.
Yamagami
Foster et al.
Ulrich et al.
Mercier et al.
Raphel et al.
Lee et al.
Sastri et al.
Britt et al.
Lolayekar et al.
Wolff

Ng et al.

Ellis et al.

Hoshino et al.

Yu

Infante et al.
Considine et al.
Luke

Sutoh

Endo et al.
Iwamitsu et al.
Zohar et al.
Kottomtharayil et al.
Cheng

Nakano et al.

Voigt
Kottomtharayil et al.
Shiga et al.
Monitzer et al.
Lubbers et al.
Luetal.

Sakai

Ignatius et al.

Yanai et al.

Kodama

Kodama

Saika

Corday et al.

Jansz et al.

Choi et al.

Sutoh

Ludwig et al.
Breitgand et al.

.. 711170

.. 711170

........ 714/6

2007/0033368 Al
2007/0033437 Al

2/2007
2/2007

Taguchi et al.
Kawamura

2007/0050547 Al 3/2007 Sano
2007/0055737 Al 3/2007 Yamashita et al.
2007/0088702 Al 4/2007 Fridella et al.
2007/0130373 Al 6/2007 Kalwitz
2007/0198802 Al 82007 Kavuri
2007/0260609 Al  11/2007 Tulyani
2007/0260834 Al  11/2007 Kavuri et al.
2008/0059704 Al 3/2008 Kavuri
2008/0114815 Al 5/2008 Sutoh
2008/0126704 Al 5/2008 Ulrich et al.
2008/0147878 Al 6/2008 Kottomtharayil et al.
2008/0177970 Al 7/2008 Prahlad et al.
2008/0177971 Al 7/2008 Prahlad et al.
2008/0205301 Al 8/2008 Burton et al.
2008/0228987 Al 9/2008 Yagi
2008/0250178 Al  10/2008 Haustein et al.
2008/0313497 Al  12/2008 Hirakawa
2009/0013014 Al 1/2009 Kern
2009/0089499 Al 4/2009 Abe
2009/0113056 Al 4/2009 Tameshige et al.
2009/0300412 Al  12/2009 Soran et al.
2010/0070726 Al 3/2010 Ngo et al.
2010/0293112 Al 11/2010 Prahlad et al.
2010/0312979 Al 12/2010 Kavuri et al.
2011/0010518 Al 1/2011 Kavuri et al.
2014/0172796 Al 6/2014 Kavuri et al.
2014/0310219 Al 10/2014 Prahlad et al.

FOREIGN PATENT DOCUMENTS

EP 0467546 1/1992
EP 0774715 5/1997
EP 0809184 11/1997
EP 0899662 3/1999
EP 0981090 2/2000
WO WO 95/13580 5/1995
WO WO 99/12098 3/1999
OTHER PUBLICATIONS

Armstead et al., “Implementation of a Campus-Wide Distributed
Mass Storage Service: The Dream vs. Reality,” IEEE, 1995, pp.
190-199.

Arneson, “Mass Storage Archiving in Network Environments” IEEE,
1998, pp. 45-50.

Cabrera, et al. “ADSM: A Multi-Platform, Scalable, Back-up and
Archive Mass Storage System,” Digest of Papers, Compcon ’95,
Proceedings of the 40th IEEE Computer Society International Con-
ference, Mar. 5, 1995-Mar. 9, 1995, pp. 420-427, San Francisco, CA.
Eitel, “Backup and Storage Management in Distributed Heteroge-
neous Environments,” IEEE, 1994, pp. 124-126.

Gait, “The Optical File Cabinet: A Random-Access File system for
Write-Once Optical Disks,” IEEE Computer, vol. 21, No. 6, pp. 11-22
(1988).

Jander, “Launching Storage-Area Net,” Data Communications, US,
McGraw Hill, NY, vol. 27, No. 4(Mar. 21, 1998), pp. 64-72.
Rosenblum et al., “The Design and Implementation of a Log-Struc-
ture File System,” Operating Systems Review SIGOPS, vol. 25, No.
S, New York, US, pp. 1-15 (May 1991).

European Examination Report Application No. 05745272 .4, Mar. 9,
2010.

International Search Report, PCT/US2005/015202, dated Dec. 5,
2006.

Supplementary European Search Report, EP 05745272.2, dated Mar.
16, 2010, 3 pages.

Office Action in Canadian Application No. 2,564,967 dated Aug. 8,
2012.

* cited by examiner



US 9,164,692 B2

Sheet 1 of 17

Oct. 20, 2015

U.S. Patent

| ‘B4
20IABp 8%iAep
\ abeloys \ abeiojs
SEl Gel
513" .\V
ayoeo 8Yyoed ayoed ayoeo
xapul N-oc1 xopui o051 xapul N—oet Xapul N-0ct
juebe / juebe / juabe / juebe /
elpaw set eipaw sci EIpaw sel elpaw sel
AN » A WA
~ \ -
~ ~ \ / - 7’
~ \ / P
~ \ / <
~ rd
al10}s S~ . \ - - 2l0)s
ejep > b / P ejep
~ \ ”
06 kT > N < 06 >
~ ”
N ¥ x
m 71| =inpow u ayoed \
SLL || @oepsul ||| ywbw ||| Xeput | ~—S0L
jusbe e - — — yabe
ejep Juabe || webe \_ zzL elep
1INdwos b sqof Jayndwiod
/ ) \ \ \ Jobeuew walp
56 \ 0oL ozl oLL abeio)s 66 \

58

g8

Ll



US 9,164,692 B2

Sheet 2 of 17

Oct. 20, 2015

U.S. Patent

AN E

ujjoo
uonerado abelo)s

g0
uonesado abelojs

b 190
uonelado abeiols

£ 1190
uonelado abeiols

A =
uogesado abeiols

=
uojjelsdo abieiols

0sl

Jabeuew

\ abeiols
Jsjsew
orl




US 9,164,692 B2

Sheet 3 0f 17

Oct. 20, 2015

U.S. Patent

Jabeuepw
abelolg

01074 .k

08t

E
ore  gg1

S

welo

Jobeuepy
obeio)g

00e u\

S 5Ll

abesoig
ivlsep

Jabeuepy

<—»{xapu)

gce k

g8l



US 9,164,692 B2

Sheet 4 of 17

Oct. 20, 2015

U.S. Patent

g¢ "bi4

UOHELLIOJU| PESS300Y 3L}
Jo Buissaooid uo pasegq suojeradp

<

s30Inosay Buyeooly pue Buysesaloy
80t A

\ abelIolg SIO)\ 10 BUQ YlIM PBIRISOSSY

juauodwon
sobeueyy abeioig Jeiseyy ay) 0}
sisBeue|y abelo}g aJow Jo suo woi4
\ suonesadp abeloig ym pajeloossy
UOlBULIOjU| PISSRDY PUSS

o0%

1obeuepy
abeiols Jejsey e Aq
Passa20Yy UORELLIO] $)

bo¥

\. UOJJBULIO)] JURAB[OY SS820Y

oy




US 9,164,692 B2

Sheet 5 0f 17

Oct. 20, 2015

U.S. Patent

[4%4

/A

sl v 19+ ED\

Sa_txéol\

E: 134

SRS PO B

ssopomoss B [ #ens| #ethsione
i-n-i)igi

ey

4D 23S 52 Aepurs PR ADITES ARPLY HOGE )
FUDRIM 57 AGPNG PO ASDINIRS ‘Abfrg OIS E )

HUORRANDYOD PURAIIA FEOMRIDS Pty ]

2134



US 9,164,692 B2

Sheet 6 of 17

Oct. 20, 2015

U.S. Patent

v ow
deeds . wzijena

5161 - wsujeon.weesd
FMUSH® Touo g

j60# #2160 #S0fc0F 262008

# U0 # & Uow) # # U0, & #UOW # 2 U0 2 #U0W # # UOW ¥ # VoW &
4 , . ]
. s
i
,
§S¥

e TS T
e i

a0cing o Rowwods [B)

STty g 19 - Jowsanyd [
Aot 19-0300p [}
'

#zfo0  #sifcos #00jooe  #vO/eos
e

H\omv

#50upus Mouss B #5838 godky youpe
e T
HIBUD YIMOLD FRRIDMSHY B
‘97 Joquiades 0L WY 00:00!8 S00Z ‘T 3Dy :sBuey SwiLy 2 |

G fo-0%ep S essppapss -6
13 uopenyd buges §)-E

1 M_ #5300t At B

#SIR | #svory 1v# B -4

1 #83ne B-E
#uodoy# |

HIBNWWOD# |

N
2

NN

SRy cropl ol g
RADSMOIY




US 9,164,692 B2

Sheet 7 of 17

Oct. 20, 2015

U.S. Patent

0zs

pA% m\
/(Aass:a 19 - 2unny

Aepo $88._

ua-su._z_quuﬂ...m

95 pes

\-

Eizouum

owese 7 [ smot] #odiL s
:suoRdo 1D

Lo

do

#5A0p ARIVASS 50 ACPUNS PUR ASPINTRS ‘AEpUy MOLSH B
FDUIR0M 59 KOPUNS PUR ASPINES “ARPILY MOLGH B

FURRINGY 05 PUTIESM ORI Fesarcs BY

ogs —

govoome (BT | awmmar o

&@ SANENDUIY
829 IS

Fuogesies eburd WL €

HSIBYLH

guodsy |
huszEouk :

I

9ls




US 9,164,692 B2

Sheet 8 of 17

Oct. 20, 2015

U.S. Patent

. wei/cow wxijenw ; “wzzioon  wSi/eom. Wen/som.

_ RUC Y RUOWH pUO !sz.. RUCW AU Ul , o
_ |\ uuﬁm._. Ezs.c uEwm&un =]
i 0s8 #51/508 22508 #SUfs0#  #e2is0e  #:fsO@  #Sl/sOs  seofcos miojeos
| FUON S # U0 @ fuon 3 #U0W ¢ # UoH » & UOW 2 SUW 2 £Uty # 0
,xN
86 |, w S5
pk
-
1, M
‘T
e ™

H\omm s J 5wt

\—
A asouppn vouse (3 520 4088 gioaay ymps

HODR-

H#URUD tpMoD Flusbvay 2
§<mm mm hmoou ‘9z Jaquialdas 0L WY 00:00:8 S002 ‘T Isnbny :aBuey suill#

gﬁv Wd 8E:Thib SO0E ‘6T ,.mn—tmuumm ‘ARPUCH UD DBIEIBLIBDE

JEXIT




US 9,164,692 B2

Sheet 9 of 17

Oct. 20, 2015

U.S. Patent

;\]f’\lL g W e i T ————————— .‘:» >r

[
I}

i 029

FUOERRS POURNODE B
esupomse 3 [ smar]| #issiLieps
#isu0nd0 12

1€9

£520p o10/0das S LLPUNS PUR ACPINGES ‘Aoplid MOUSE &)
ZPUDISM S APPUNG PuR ASPINES ‘Avpuy sousE ©)

——— 1T T TR T T

2] 250020 #5t/0# vouz] #pRe =

£5002/AZ1I608 Vo] #USIMBER )

sisepafEll | svmuir
omo\\m

_ u.ﬁon_ FANULE
829

210U,

ikl i 1] 1

#yoday# _

. szEEoU%_

A/
NN

N

F3a3MOTE W0 5 &)

918



US 9,164,692 B2

Sheet 10 of 17

T R
©1) §G0f LORII0M] BleORR &

#o1j60e  FE1f50F
#PAMF  FonLe

#5190 U330 vRga I

L9

— =T
ssouppvoss A [ 275t prons; roips
#51oR00 HMD#.

HHBUD MO #qOT UONIDI0.d BIRgR# B

#WV 65165:¢ S00Z “02

Oct. 20, 2015

BQUIRASS OL WY 00:00:8 SO02 ‘€T sequiandos :abuey swlL#
L i ] | |1

o

U.S. Patent

H#yodey 4 ! ;
#IPNUWIWOD# | ;




US 9,164,692 B2

Sheet 11 of 17

Oct. 20, 2015

U.S. Patent

L B4

804

Buysesaloy
ay} uo paseg sjje uonesado
abei0}g alo| JO 3UQ 8y} 0)
20inosay auo jses je Bunesoyy

A

slian uoeladg abeloyg
BI0 JO BUQ SY) 0} S3AINOSaAY
J0 uoneao|ly ey} Bunsesalog

904

SOUISNl pajedipu] @lo
10 3UQ UO paseg UOIBWIOLU|
passa02Yy ayl Buissaoold

0L

0L

swajsAg uonesadQ abeloig alop

10 auQ uyum suoieledQ sbelolg
Buing 4nooQ Jeyl sanjied ypm

pajelnossy uonewsou| Buissasoy




US 9,164,692 B2

Sheet 12 of 17

Oct. 20, 2015

U.S. Patent

0zZL

PR

oL HOousw0) 5900 301 (-8
/A sy ey (-6

4173 .\

m_l_ PakRIINg SRIR] SDUIXDI0 NGRS 0 AQUTN
_HM._ SRR GO 57 AN QO PARIISUO) J0 JQUIN

cel

onged qocd

B rswcizovjeor ] #puee [EI msuzisetions v #6samiane

G| s 0

i

T RN
%vssuiaimmm

#uodayy |
#BNWWoD#
.Y

ﬁ%iasm_.m
38V IV 15 - ounry G .'m
535.83 .|E

&

[£173



US 9,164,692 B2

Sheet 13 0of 17

Oct. 20, 2015

U.S. Patent

,..‘C.Vin.

§ = SPIMD 15903 1597
d

m-ou._._Su s&

r ~N
FouONS s:««.,..ome.oﬁocu u:«ESBQSu utqonvomoaaooun




US 9,164,692 B2

Sheet 14 of 17

Oct. 20, 2015

U.S. Patent

L Epebwidios jseos jse

X h__OUEC..OU ﬂ.m.d.
%......._D..U IusI-NSD#

> AU D |IDD#
FHAISNLUILIOD &

S08-——g

l\ 6sAxXeeG-Aucad @)
W6 —"syueby v 19 - sewunk -
Axeeh ra-ooesp )
o's wnswp (5}
0°S AJPFBPLIg-ADIIEeD .
TooDRqIWIeq g
oosieqgs>»peq W5l
HSPISDIUIIOD
Aosuad|d [
FUIMOID OO DR
AabDesoys Aleusiic
AqUussSbBEUSiA BIPSiAX
RAADAODDIY m.uﬂﬁ_aw
SINJIE A QO BALNDISSUOTIRE i
FsodRJ-DR |
ALORSZNIAN MOPLIANEE |
yanmous eyege (BB
#ssac33ns qorxe |
FAPAID R
FAISLIINS
ARERIDAOD 4
HUCIOSJ0Ad m.um..n_av =
##Oung# =1
#SJIOAS T [AE =
o
-~
EXTE,
]

#saNPaYDs At BB
#sonpayss o BEF--
#FsINPIYISH B

FHUOREINGYUOD BuIg# 0°F]--E
XSO At GED--;
SIS IR A.nw:..:.,., i
AeSqAD| A ,..._N..

ASAroIS DS .m.

MsSIeSOR ‘“. e
..a._u_LOoun_ m




US 9,164,692 B2

Sheet 15 0of 17

Oct. 20, 2015

U.S. Patent

#uoajes suopenjddy s e
#Uonasias sapuae ‘2
#uonewlous [eRUIDE |

#dnoag Jui-lR0 mang fia




US 9,164,692 B2

Sheet 16 of 17

Oct. 20, 2015

U.S. Patent

06 b

WOD' LTNYAWWOD uanntaaL [
WOD" LTNWAWKOD'ANO3d ]
WO LNYAWWOD ¥399wa -

gcAxeieb-Aucad k-3

swaby [y 19 - Jawuny [B}-&

Axepeb 19-00esp [ -G
0's wnsup

\A 0'S Aljapld-sanue)
100%eqiueq

00SegsHRq

#dnoan Juan)R0 amzum




US 9,164,692 B2

Sheet 17 of 17

Oct. 20, 2015

U.S. Patent

WaysAS a4 xun [
sanes s [
aeio [

o gy T 1

waysAs 3 Suepos [

0002 13135 108 [} |
sanas W5

#uoiaps suoneyddyg ¢ |
#uondapg sanm 'z |

FUOLRULIOJ] [BI0UBDE ]

#sdasH

#dnoan juai-a) wang ]

i




US 9,164,692 B2

1
SYSTEM AND METHOD FOR ALLOCATION
OF ORGANIZATIONAL RESOURCES

CROSS-REFERENCE TO RELATED
APPLICATIONS

Any and all applications for which a foreign or domestic
priority claim is identified in the Application Data Sheet, or
any correction thereto, are hereby incorporated by reference
under 37 CFR 1.57.

BACKGROUND

The invention disclosed herein relates generally to per-
forming storage operations on electronic data in a computer
network. More particularly, the present invention relates to
managing the allocation of resources in a storage operation
system.

Current storage management systems employ a number of
different methods to perform storage operations on electronic
data. For example, data can be stored in primary storage as a
primary copy or in secondary storage as various types of
secondary copies including, as a backup copy, a snapshot
copy, a hierarchical storage management copy (“HSM”), as
an archive copy, and as other types of copies.

A primary, copy of data is generally a production copy or
other “live” version of the data which is used by a software
application and is generally in the native format of that appli-
cation. Primary copy data may be maintained in a local
memory or other high-speed storage device that allows for
relatively fast data access if necessary. Such primary copy
data is typically intended for short term retention (e.g., several
hours or days) before some or all of the data is stored as one
or more secondary copies, for example to prevent loss of data
in the event a problem occurred with the data stored in pri-
mary storage.

Secondary copies include point-in-time data and are typi-
cally intended for long-term retention (e.g., weeks, months or
years depending on retention criteria, for example as speci-
fied in a storage policy as further described herein) before
some or all of the data is moved to other storage or discarded.
Secondary copies may be indexed so users can browse and
restore the data at another point in time. After certain primary
copy data is backed up, a pointer or other location indicia such
as a stub may be placed in the primary copy to indicate the
current location of that data.

Based on the many storage operations that may be per-
formed on primary, secondary, or other types of storage data,
information associated with these storage operations may
exists. For example, administrative users or managers of a
storage operation system may wish to leverage such storage
operation information to a better understanding of system
operation.

SUMMARY

System and methods for storing electronic data are pro-
vided, wherein, in one embodiment, the system comprises a
storage manager component and a management module asso-
ciated with the storage manager component. The manage-
ment module is configured to receive information related to
storage activities associated with one or more storage opera-
tion components within the storage operation system under
the direction of the storage manager component. The man-
agement module is adapted to predict storage operation
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resource allocations based on the received information
related to the storage activities.

BRIEF DESCRIPTION OF THE DRAWINGS

The invention is illustrated in the figures of the accompa-
nying drawings which are meant to be exemplary and not
limiting, in which like references are intended to refer to like
or corresponding parts, and in which:

FIG. 1 is a block diagram of a storage operation cell in a
system to perform storage operations on electronic data in a
computer network according to an embodiment of the inven-
tion;

FIG. 2 is a block diagram of a hierarchically organized
group of storage operation cells in a system to perform stor-
age operations on electronic data in a computer network
according to an embodiment of the invention;

FIG. 3A is a block diagram of a hierarchically organized
group of storage operation cells in a system to perform stor-
age operations on electronic data in a computer network
according to an embodiment of the invention;

FIG. 3B is a flow diagram of a method of utilizing storage
operation information in one or more storage operation cells
according to an embodiment of the invention;

FIG. 4A is an illustrative interface screen for entering
report generation scheduling information for trending and
resource forecasting in accordance with one embodiment of
the invention;

FIG. 4B is an illustrative interface screen for providing
reported results based on the entered scheduling information
shown in FIG. 4A according to an embodiment of the inven-
tion;

FIG. 5A is another illustrative interface screen for entering
report generation scheduling information for trending and
resource forecasting in accordance with another embodiment
of the invention;

FIG. 5B is yet another illustrative interface screen for pro-
viding reported results based on the entered scheduling infor-
mation shown in FIG. SA according to an embodiment of the
invention;

FIG. 6A is an illustrative interface screen for entering
report generation scheduling information for providing data
protection trends according to an embodiment of the inven-
tion;

FIG. 6B is an illustrative interface screen for providing
reported results based on the entered scheduling information
shown in FIG. 6A according to an embodiment of the inven-
tion;

FIG. 7 is a flow diagram of a method of utilizing reported
failure information in one or more storage operation cells
according to an embodiment of the invention;

FIG. 8A is an illustrative interface screen for entering
report generation scheduling information for evaluating
failed storage operation trends according to an embodiment
of the invention;

FIG. 8B is an illustrative interface screen for providing
reported results based on the entered scheduling information
shown in FIG. 8A according to an embodiment of the inven-
tion; and

FIGS. 9A-9D are illustrative interface screens for creating
client groups within a storage operation system according to
an embodiment of the invention.

DETAILED DESCRIPTION

FIG. 1 presents a block diagram of a storage operation cell
in a system to perform storage operations on electronic data in
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a computer network according to an embodiment of the
invention. As shown, the storage operation cell includes a
storage management component, such as storage manager
100 and one or more of the following: a client 85, a data store
90, a data agent 95, a media management component, such as
a media agent 125, a media management component index
cache 130, a storage device 135, a storage management com-
ponent index cache 105, a jobs agent 110, an interface module
115, and a management agent 120. The system and elements
thereof are exemplary of a modular storage management sys-
tem such as that further described in application Ser. No.
09/610,738, which is incorporated herein by reference in its
entirety. A storage operation cell may generally include com-
binations of hardware and software components directed to
performing storage operations on electronic data. Exemplary
storage operation cells according to embodiments of the
invention include CommCells as embodied in the QNet stor-
age management system and the QiNetix storage manage-
ment system by Comm Vault Systems of Oceanport, N.J., and
as further described in Application Ser. No. 60/482,305 and
application Ser. No. 09/354,058 which are hereby incorpo-
rated by reference in their entirety.

Storage operations cells may be related to backup cells and
may provide all of the functionality of backup cells as further
described in application Ser. No. 09/354,058. Storage opera-
tion cells may also perform additional types of storage opera-
tions and provided by other types of storage management
functionality. Storage operation cells performing storage
operations may also include, but are not limited to, creation,
storage, retrieval, migration, deletion, and tracking of pri-
mary or production volume data, secondary volume data,
primary copies, secondary copies, auxiliary copies, snapshot
copies, backup copies, incremental copies, differential cop-
ies, Hierarchical Storage Management (“HSM”) copies,
archive copies, Information Lifecycle Management (“ILM”)
copies, and other types of copies and versions of electronic
data. Storage operation cells may also include an integrated
management console for providing users or system processes
to interface with, in order to perform storage operations on
electronic data.

A storage operation cell may be organized and associated
with other storage operation cells by forming a logical hier-
archy among various components of a storage management
system. Storage operation cells generally include a storage
manager 100, and, one or more other components including,
but not limited to, a client computer 85, a data agent 95, a
media management component 125, a storage device 135,
such as a single instance storage device, and other compo-
nents.

For example, a storage operation cell may contain a data
agent 95 which may generally be-a software module that is
responsible for performing storage operations related to cli-
ent computer 85 data that may be stored in data store 90 or
another memory location. For example, data agent 95 may
provide archiving, migrating, and recovery of client computer
data. A data agent may Perform storage operations in accor-
dance with one or more storage policies or other preferences.
A storage policy is generally a data structure or other infor-
mation which includes a set of preferences and other storage
criteria for performing a storage operation. The preferences
and storage criteria may include, but are not limited to, a
storage location, relationships between system components,
network pathway to utilize, retention policies, data character-
istics, compression or encryption requirements, preferred
system components to utilize in a storage operation, and other
criteria relating to a storage operation. Storage policies may
be stored to a storage manager index 105, to archive media as
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metadata for use in restore operations or other storage opera-
tions, or to other locations or components of the system.

Each client computer 85 generally has at least one data
agent 95 and the system may support many client computers
85. The system may also generally provide a plurality of data
agents 95 each of which may intend to perform storage opera-
tions related to data associated with a different application,
for example, in order to backup, migrate, and recover appli-
cation specific data. For example, different individual data
agents 95 may be designed to handle MICROSOFT
EXCHANGE data, LOTUS NOTES data, MICROSOFT
WINDOWS 2000 file system data, MICROSOFT ACTIVE
DIRECTORY OBJECTS data, and other types of data known
in the art.

If a client computer 85 includes two or more, types of data,
one data agent 95 may generally be required for each data
type in order to perform storage operations related to client
computer 85 data. For example, to backup, migrate, and
restore all of the data on a MICROSOFT EXCHANGE 2000
server, the client computer 85 would use one MICROSOFT
EXCHANGE 2000 mailbox data agent 95 to backup the
EXCHANGE 2000 mailboxes, one MICROSOFT
EXCHANGE 2000 database data agent 95 to backup the
Exchange 2000 databases, one MICROSOFT EXCHANGE
2000 public folder data agent 95 to backup the EXCHANGE
2000 public folders, and one MICROSOFT WINDOWS
2000 file system data agent 95 to backup the client computer’s
85 file system. These data agents 95 may be treated as four
separate data agents 95 by the system even though they reside
on the same client computer 85. Separate data agents may be
combined to form a virtual data agent (not shown) for per-
forming storage operations related to a specific application.
Thus, the four separate data agents of the previous example
may be combined as a virtual data agent suitable for perform-
ing storage operations related to all types of MICROSOFT
EXCHANGE 2000 and/or WINDOWS 2000 data.

The storage manager 100 may generally be a software
module or application that coordinates and controls storage
operations performed by the storage operation cell. The stor-
age manager 100 may communicate with all elements of the
storage operation cell including client computers 85, data
agents 95, media management components 125, and storage
devices 135 regarding storage operations, for example, to
initiate and manage system backups, migrations, and recov-
eries. The storage manager 100 may also communicate with
other storage operation cells.

The storage manager 100 may include a jobs agent 110
software module which monitors the status of all storage
operations that have been performed, that are being per-
formed, or that are scheduled to be performed by the storage
operation cell. The jobs agent 110 may be communicatively
coupled with an interface agent 115 software module. The
interface agent 115 may provide presentation logic, such as a
graphical user interface (“GUI”), an application program
interface (“API), or other interface by which users and system
processes may be able to retrieve information about the status
of storage operations and issue instructions regarding the
performance of storage operations. For example, a user may
modify the schedule of a number of pending snapshot copies
or other types of copies. As another example, a user may use
the GUI to view the status of all storage operations currently
pending in all storage operation cells or the status of particular
components in a storage operation cell.

Storage system management information may include, but
is not limited to, the status of various storage operations (past
and present), storage operation policies, storage operation
scheduling, the configuration (e.g., associations) of compo-



US 9,164,692 B2

5

nents (e.g., media agents 125, storage devices 135, clients 85,
data agent 95, etc.) within the storage operation system, the
number of storage operation jobs carried out by each of the
storage operation system components, failure and load bal-
ancing information, network capacity information across
various communication links (e.g., links 117, 119), and other
data management related information. Such information may
be stored in index 105, and associated metabase, and/or any
other storage devices associated with storage manager 100.

A management interface module 122 within jobs agent
component 110 may facilitate the accessing and processing of
system information. In addition to allowing users of the stor-
age operation system (e.g., system administrators) to moni-
tor, control, and retrieve such information, management inter-
face module 122 may generate reports indicative of system
operation which may include past, present or predictive infor-
mation relating to system performance. One or more users of
a storage operation system may access a unified view of
system management information from management module
122 via interface module 115. Based on this accessed infor-
mation, various trending procedures and process may be car-
ried in order predict the growth requirements of the one or
more storage operation cells in a storage operation system. As
previously described, interface 115 may include a GUI, AP,
or other graphical interface device capable of displaying,
entering, and/or editing system management information to
users such as storage system administrators.

As illustrated in FIG. 1, management interface module 122
may be a module residing within jobs agent 110. Alterna-
tively, management interface module 122 may be a separate
module within storage manager 100. Also, management
interface module 122 may include a separate module in com-
munication with storage manager 100 via management agent
120. For example, management interface module 122 may
receive storage management related information from differ-
ent modules with the storage operation cell, such as, data
agents 95, media agents 125, storage devices 135, network
traffic evaluation devices, and/or any other hardware devices,
software modules, or combinations thereof, that may have or
generate performance related data or metrics based on storage
operation activities (e.g., copy operations, data migration,
backups, etc.) with the storage operation cells of a storage
operation system.

The storage manager 100 may also include a management
agent 120 software module. The management agent 120 may
generally provide an interface with other management com-
ponents 100 in other storage operations cells through which
information and instructions regarding storage operations
may be conveyed. For example, a management agent 120 in a
first storage operation cell can communicate with a manage-
ment agent 120 in a second storage operation cell regarding
the status of storage operations in the second storage opera-
tion cell. A management agent 120 in a first storage operation
cell can communicate with a management agent 120 in a
second storage operation cell to control the storage manager
100 (and other components) of the second storage operation
cell via management agent 120 contained in the storage man-
ager 100 of the second storage operation cell. The manage-
ment agent 120 in the first storage operation cell may com-
municate directly with and control the components in the
second storage management cell and bypasses the storage
manager 100 in the second storage management cell. Storage
operation cells can thus be organized hierarchically among
cells.

A media management component 125 may be a software
module that conducts data, as directed by a storage manager
100, between client computers 85 and one or more storage
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devices 135. The media management component 125 may
communicatively be coupled with and generally configured
to control one or more storage devices 135. For example, the
media management component 125 may instruct a storage
device 135 to use a robotic arm or other means to load or eject
amedia cartridge, and to archive, migrate, or restore applica-
tion specific data. The media management component 125
may generally communicate with storage devices 135 via a
local bus such as a SCSI adaptor. In some embodiments, the
storage device 135 may be communicatively coupled to the
media management component 125 via a Storage Area Net-
work (“SAN”).

Each media management component 125 may maintain an
index cache 130 which stores index data the system generates
during storage operations as further described herein. For
example, storage operations for MICROSOFT EXCHANGE
data generate index data. Index data may include, for
example, information regarding the location of the stored data
on a particular media, information regarding the content of
the data stored such as file names, sizes, creation dates, for-
mats, application types, and other file-related criteria, infor-
mation regarding one or more clients associated with the data
stored, information regarding one or more storage policies,
storage criteria, or storage preferences associated with the
data stored, compression information, retention-related infor-
mation, encryption-related information, stream-related infor-
mation, and other types of information. Index data may thus
provides the system with an efficient mechanism for perform-
ing storage operations including locating user files for recov-
ery operations and for managing and tracking stored data. The
system generally maintains two copies of the index data
regarding particular stored data. A first copy may generally be
stored with the data copied to a storage device 135. Thus, a
tape may contain the stored data as well as index information
related to the stored data. In the event of a system restore, the
index data stored with the stored data may be used to rebuild
a media management component index 130 or other index
useful in performing storage operations. In addition, the
media management component 125 that controls the storage
operation may also write an additional copy of the index data
to its index cache 130. The data in the media management
component index cache 130 may be generally stored on faster
media, such as magnetic media, and is thus readily available
to the system for use in storage operations and other activities
without having to be first retrieved from the storage device
135.

Storage manager 100 may also maintains an index cache
105. Storage manager index data may be used to indicate,
track, and associate logical relationships and associations
between components of the system, user preferences, man-
agement tasks, and other useful data. For example, the storage
manager 100 may use its index cache 105 to track logical
associations between media management components 125
and storage devices 135. The storage manager 100 may also
use its index cache 105 to track the status of storage opera-
tions to be performed, storage patterns associated with the
system components such as media use, storage growth, net-
work bandwidth, Service Level Agreement (“SLA”) compli-
ance levels, data protection levels, storage policy informa-
tion, storage criteria associated with user preferences,
retention criteria, storage operation preferences, and other
storage-related information. Index caches 105 and 130 may
typically reside on their corresponding storage component’s
hard disk or other fixed storage device.

For example, the jobs agent 110 of a storage manager
component 100 may retrieve storage manager index 105 data
regarding a storage policy and storage operation to be per-
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formed or scheduled for a particular client 85. Jobs agent 110,
either directly or via the interface module 115, may commu-
nicate with the data agent 95 at the client 85 regarding the
storage operation. In some embodiments, the jobs agent 110
may also retrieve from the index cache 105 a storage policy
associated with the client 85 and uses information from the
storage policy to communicate to the data agent 95 one or
more media management components 125 associated with
performing storage operations for that particular client 85 as
well as other information regarding the storage operation to
be performed, such as retention criteria, encryption criteria,
streaming criteria, etc. The data agent 95 may then package or
otherwise manipulate the client data stored in the client data
store 90 in accordance with the storage policy information
and/or according to a user preference, and communicates this
client data to the appropriate media management component
(s} 125 for processing. Media management component(s)
125 may store the data according to storage preferences asso-
ciated with the storage policy including storing the generated
index data with the stored data, as well as storing a copy of the
generated index data in the media management component
index cache 130.

In some embodiments, components of the system may
reside and execute on the same computer. In some embodi-
ments, a client computer 85 component such as a data agent
95, a media management component 125, or a storage man-
ager 100 may coordinate and direct storage operations as
further described in application Ser. No. 09/610,738. This
client computer 85 component can function independently or
together with other similar client computer 85 components.

FIG. 2 presents a block diagram of a hierarchically orga-
nized group of storage operation cells in a system to perform
storage operations on electronic data in a computer network
according to an embodiment of the invention. As shown, the
system may include a master storage manager component
140, a first storage operation cell 145, a second storage opera-
tion cell 150, a third storage operation cell 155, a fourth
storage operation cell 160, a fifth storage operation cell 165,
and an nth storage operation cell 170.

As previously described, storage operation cells may often
be communicatively coupled and hierarchically organized.
For example, as shown in FIG. 2, master storage manager 140
may be associated with, communicates with, and directs stor-
age operations for a first storage operation cell 145, a second
storage operation cell 150, a third storage operation cell 155,
a fourth storage operation cell 160, a fifth storage operation
cell 165, and an nth storage operation cell 170. In some
embodiments, master storage manager 140 may not be part of
any particular storage operation cell. In other embodiments
(not shown), master storage manager 140 may itself be part of
a storage operation cell.

Thus, master storage manager 140 may communicate with
the management agent of the storage manager of the first
storage operation cell 145 (or directly with the other compo-
nents of the first cell 145) regarding storage operations per-
formed in the first storage operation cell 145. For example, in
some embodiments, the master storage manager 140 may
instruct the first storage operation cell 145 how and when to
perform storage operations, including the type of operation to
perform, and the data on which to perform the operation.

In other embodiments, master storage manager 140 may
track the status of its associated storage operation cells, such
as the status of jobs, system components, system resources,
and other items, by communicating with manager agents (or
other components) in the respective storage operation cells.
In other embodiments, master storage manager 140 may track
the status of'its associated storage operation cells by receiving

10

15

20

25

30

35

40

45

50

55

60

65

8

periodic status updates from the manager agents (or other
components) in the respective cells regarding jobs, system
components, system resources, and other items. For example,
in some embodiments, master storage manager 140 may use
methods to monitor network resources such as mapping net-
work pathways and topologies to, among other things, physi-
cally monitor storage operations and suggest alternate routes
for storing data as further described herein. The master stor-
age manager 140 may also use methods to monitor primary
and secondary storage trends, storage status, media usage,
data protection levels, and other storage-related information
as further described herein.

In some embodiments, master storage manager 140 may
store status information and other information regarding its
associated storage operation cells and the system in an index
cache or other data structure accessible to the master storage
manager 140. In some embodiments, as further described
herein, the presentation interface of the master storage man-
ager 140 accesses this information to present users and sys-
tem processes with information regarding the status of stor-
age operations, storage operation cells, system components,
and other information of the system.

Storage operation cells may thus be organized hierarchi-
cally. Thus, storage operation cells may inherit properties
from their parents or be controlled by other storage operation
cells in the hierarchy. Thus, in some embodiments as shown in
FIG. 2, the second storage operation cell 150 controls or is
otherwise superior to the third storage operation cell 155, the
fourth storage operation cell 160, the fifth storage operation
cell 165, and the nth storage operation cell 170. Similarly, the
fourth storage operation cell 160 controls the fifth storage
operation cell 165, and the nth storage operation cell 170.

Storage operation cells may also be organized hierarchi-
cally according to criteria such as function, geography, archi-
tectural considerations, or other factors useful in performing
storage operations. For example, in one embodiment storage
operation cells may be organized according to types of stor-
age operations: the first storage operation cell 145 may be
directed to performing snapshot copies of primary copy data,
and the second storage operation cell 150 is directed to per-
forming backup copies of primary copy data or other data. For
example, in another embodiment, the first storage operation
cell 145 may represent a geographic segment of an enterprise,
such as a Chicago office, and a second storage operation cell
150 represents a different geographic segment, such as a New
York office. In this example, the second storage operation cell
150, the third storage operation cell 155, the fourth storage
operation cell 160, the fifth storage operation cell 165, and the
nth storage operation cell 170 may represent departments
within the New York office. Alternatively, these storage
operation cells may be further divided by function performing
various types of copies for the New York office or load bal-
ancing storage operations for the New York office.

In some embodiments, hierarchical organization of storage
operation cells facilitates, among other things, system secu-
rity and other considerations. For example, in some embodi-
ments, only authorized users may be allowed to access or
control certain storage operation cells. For example, a net-
work administrator for an enterprise might have access to all
storage operation cells including the master storage manager
140. However, a network administrator for only the New York
office, according to a previous example, may only satisfy
access criteria for gaining access to the second storage opera-
tion cell 150, the third storage operation cell 155, the fourth
storage operation cell 160, the fifth storage operation cell 165,
and the nth storage operation cell 170 which may comprise
the New York office storage management system.
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In some embodiments, hierarchical organization of storage
operation cells facilitates storage management planning and
decision-making. For example, in some embodiments, a user
of the master storage manager 140 may view the status of all
jobs in the associated storage operation cells of the system as
well as the status of each component in every storage opera-
tion cell of the system. The user can may then plan and make
decisions based on this global data. For example, the user may
view high-level reports of summary information regarding
storage operations for the entire system, such as job comple-
tion status, component availability status, resource usage sta-
tus (such as network pathways, etc.), and other information.
The user may also drill down through menus or use other
means to obtain more detailed information regarding a par-
ticular storage operation cell or group of storage operation
cells.

In other embodiments, master storage manager 140 may
alert the user when a particular resource is unavailable or
congested. A storage device may be at or near capacity or
require additional storage media. Alternatively, a storage
manager in a particular storage operation cell may be unavail-
able due to hardware failure, software problems, or other
reasons. In some embodiments, master storage manager 140
(or another storage manager within the hierarchy of storage
operation cells) may utilize the global data regarding its asso-
ciated storage operation cells at its disposal to suggest solu-
tions to such problems prior to occurrence. For example, the
master storage manager 140 may alert the user that a storage
device in a particular storage operation cell was full or oth-
erwise congested, and then suggest, based on job and data
storage information contained in its index cache, an alternate
storage device.

Master storage manager 140 (or other network storage
manager) may contain programming directed to analyzing
the storage patterns and resources of its associated storage
operation cells and which suggests optimal or alternate meth-
ods of performing storage operations. Thus, for example,
master storage manager 140 may analyze traffic patterns in
order to determine that snapshot data should be sent via a
different network segment or to a different storage operation
cell or storage device. In some embodiments, users may direct
specific queries to master storage manager 140 regarding
predicting storage operations or regarding storage operation
information.

FIG. 3 is a block diagram of a hierarchically organized
group of storage operation cells in a system to perform stor-
age operations on electronic data in a computer network
according to an embodiment of the invention. As shown, FIG.
3 may include a first storage operation cell 175, a second
storage operation cell 180, a third storage operation cell 185,
a client 190 in communication with a primary volume 195
storing production or other “live” data, a storage manager
component 200 in communication with a storage manager
index data store 205, a media management component 210 in
communication with a media management component index
215, a secondary storage device or volume 220, and a master
storage manager component 225 in communication with a
master storage manager index data store 230.

According to an embodiment of the invention, the first
storage operation cell 175 may be directed to a particular type
storage operation, such as SRM storage operations. For
example, the first storage operation cell 175 may monitor and
perform SRM-related calculations and operations associated
with primary volume 195 data. Thus, the first storage opera-
tion cell 175 may include a client component 190 in commu-
nication with a primary volume 195 storing data. For
example, client 190 may be directed to using EXCHANGE
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data, SQL data, ORACLE data, or other types of production
data used in business applications or other applications and
stored in primary volume 195. Storage manager component
200 in cell 175 may contain SRM modules or other logic
directed to monitoring or otherwise interacting with
attributes, characteristics, metrics; and other information
associated with the data stored in primary volume 195. Stor-
age manager 200 may track and store this information and
other information in storage manager index 205. For
example, in some embodiments, storage manager component
200 may track the amount of available space and other similar
characteristics of data associated with primary volume 195.
In some embodiments, as further described herein, storage
manager component 200 may also issue alerts or take other
actions when the information associated with primary vol-
ume 195 satisfies certain criteria, such as alert criteria (e.g.,
breach of storage capacity threshold levels).

In addition to storing alert criteria and storage data char-
acteristics, storage manager 200 in cell 175 may also track
and save (e.g., within index 205) other system management
information. For example, information associated with vari-
ous aspects of storage operation activities within cell 175 may
be accessed by storage manager 200 and stored in index 205.

For example, the information associated with storage
activities may include, but is not limited to, a logged time
stamp for each performed storage operation; storage capacity
used during each storage operation; status of storage opera-
tion (e.g., partial or full failure); pathways taken over one or
more communication links (e.g., link 240) between client 190
and primary storage 195 during each storage operation;
aggregate storage capacity available within storage device
195, number of clients 190 within storage cell 175; number of
storage devices (e.g., storage 195 and index 205) within stor-
age operation cell 175; and network congestion information
associated with each pathway over which a storage operation
is performed. Storage manager 200 may periodically send
such stored system management information to a master stor-
age manager such as storage manager 225 in storage opera-
tion cell 175. Alternatively, master storage manager 225 may
poll storage manager 200 of cell 175 and/or other storage
manager components (e.g., storage manager 200 of storage
operation cell 180) in order to access system management
information.

The storage manager 200 in storage operation cell 175 may
include a management interface module such as management
interface 122 shown in FIG. 1. If so, the management inter-
face may access the system management information from
index 205 for processing. Once processed, various forecast-
ing information associated with the storage resources in stor-
age cell 175 may be determined and sent to master storage
manager 225. For example, based on previous storage capac-
ity trends and available storage capacity associated with stor-
age device 195, the management interface (not shown) may
predict a need for added storage capacity within three weeks.

Thus, in the provided example, the predicted storage needs
may provide a measure of growth rate associated with a
storage resource such as primary storage 195, which may
provide system administrators and managers with an oppor-
tunity to allocate new and/or alternative resources prior to a
point in time when the resource may no longer be available. In
another example, information related to traffic on a data path-
way may be monitored in order to develop a trend in failure
conditions versus data traffic on a specific pathway at difter-
ent times. Thus, based on this information, the management
interface module may, for example, users with the opportu-
nity to select additional or alternative data pathways at times
when data transmissions over a particular pathway previously
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lead to a failure in storage operations. In some embodiments,
the storage manager may automatically assign the appropri-
ate resources according to the processing of the system man-
agement information by its respective management interface
module (e.g., in the case were data loss or system failure is
imminent or to part of an ongoing optimization process, etc).

The second storage operation cell 180 may be directed to
another type storage operation, such as HSM storage opera-
tions. For example, second storage operation cell 180 may
perform backups, migrations, snapshots, or other types of
HSM-related operations known in the art. For example, in
some embodiments, data may be migrated from faster and
more expensive storage such as magnetic storage to less
expensive storage such as tape storage.

In some embodiments, storage operation cells may also
contain logical groupings of the same physical devices. Thus,
the second storage operation cell 180 may include client
component 190 in communication with primary volume 195
for storing data, and client component 190 and primary vol-
ume 195 in the second storage operation cell 180 may be the
same physical devices as the client component 190 and pri-
mary volume 195 in the first storage operation cell 175. Simi-
larly, in some embodiments, storage manager component 200
and index 205 in the second storage operation cell 180 may be
the same physical devices as the storage manager component
and index in the first storage operation cell 175. Storage
manager component 200 may, however, also contain HSM
modules or other logic associated with second storage opera-
tion cell 180 that may be directed to performing HSM storage
operations on primary volume 195 data.

The second storage operation cell 180, therefore, may also
contain a media management component 210, a media man-
agement component index 215, and a secondary storage vol-
ume 220 directed to performing HSM-related operations on
primary copy data. For example, storage manager 200 may
migrate primary copy data from primary volume 195 to sec-
ondary volume 220 using media management component
210. Storage manager 200 may also track and store informa-
tion associated with primary copy migration and other similar
HSM-related operations in storage manager index 205. For
example, in some embodiments, storage manager component
200 may direct HSM storage operations on primary copy data
according to a storage policy associated with primary copy
195 and stored in index 205. In some embodiments, storage
manager 200 may also track where primary copy information
is stored, for example, in secondary storage 220.

Storage manager 200 in cell 180 may also track and save
(e.g., within index 205) system management information
associated with various aspects of storage operation activi-
ties. For example, the information associated with storage
activities may include, but is not limited to, a logged time
stamp for each performed storage operations; storage capac-
ity used during each storage operation; status of storage
operations (e.g., partial or full failure); pathways taken over
one or more communication links (e.g., link 240) between
client 190, media agent 210, and secondary storage 220 dur-
ing each storage operation; pathways taken over one or more
communication links (e.g., links 245 and 250) between client
190 and primary storage 195 during each storage operation;
aggregate storage capacity available within storage device
195; number of clients 190 within storage cell 180; number of
storage devices (e.g., storage devices 195, 220, and 205)
within storage operation cell 180; number of media agents
210 within storage cell 180; and network congestion infor-
mation associated with each pathway over which a storage
operation is performed. Storage manager 200 may periodi-
cally send such stored system management information to a
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master storage manager such as storage manager 225 in stor-
age operation cell 180. Alternatively, master storage manager
225 may poll storage manager 200 of cell 180 and/or other
storage manager components (e.g., storage manager 200 of
storage operation cell 175) in order to access such system
management information.

The storage manager 200 in storage operation cell 180 may
also include a management interface module such as man-
agement interface 122 shown in FIG. 1. The management
interface that may include reporting and analysis software
component that may search for and retrieve certain system
management information from portions of the system includ-
ing, for example, index 205 or an associated metabase (not
shown) indicative of system performance. The reporting soft-
ware may analyze this information to generate certain reports
that may reveal trends in system operation such as the use of
certain system resources over time, observed and projected
system growth, resource utilization rate, failure and conges-
tion rates, performance information for specific groups of
resources, etc. This allows system users to identify, track and
predict performance and operational trends within the system
providing operational visibility, allowing users to manage
system configuration and resources effectively.

For example, based on information regarding previous
storage capacity usage and available storage capacity of one
or more secondary storage devices 220, the reporting and
analysis software component may analyze and forecast a
need for added storage capacity within a certain period of
time (e.g., two months). Thus, the predicted storage needs
may be indicative of growth rate associated with a particular
storage resource such as storage device 220, which may pro-
vide system administrators with an opportunity to allocate
additional and/or alternative resources such as additional
storage media prior to a point in time when the resource is no
longer viable.

In another example, information associated with the num-
ber of storage operations performed and the number of active
media agents 210 coordinating those storage operations in
certain cells 180 may be retrieved and analyzed by the report-
ing software. The results of such an analysis may provide a
system administrator with information regarding resource
usage including emerging patterns and trends providing an
opportunity to identify bottlenecks or stress points and con-
figure, assign or allocate additional media agents to cope with
changing conditions. For example, if certain media agents are
operating at or near full capacity, additional ones may be
added. In this example, if certain other media agents are
operating significantly below full capacity, storage operations
from over burdened media agents may moved to these media
agents to load balance. In some embodiments, the system
may automatically perform these tasks without user input
(e.g., in an emergency situation when failure or data loss are
imminent, or as part of an ongoing process to optimize system
performance or enhance efficiency, etc.).

The third storage operation cell 185 may contain a master
storage manager 225 and a master storage manager index
230. In some embodiments (not shown), additional storage
operation cells may be hierarchically located between the
third storage operation cell 185 and the first storage operation
cell 175 or the second storage operation cell 180. In some
embodiments, additional storage operation cells hierarchi-
cally superior to the third storage operation cell 185 may also
be present in the hierarchy of storage operation cells.

In some embodiments, the third storage operation cell 185
may also be directed to performing a type of storage opera-
tion, such as integration of SRM and HSM data from other
storage operation cells, such as first storage operation cell 175
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and second storage operation cell 180. In other embodiments,
the third storage operation cell 185 may also perform other
types of storage operations and may also be directed to HSM,
SRM, or other types of storage operations. In some embodi-
ments, the master storage manager 225 of the third storage
operation cell 185 may aggregate and process network and
storage-related data provided by other manager components
200 in other storage operation cells 175 and 180 in order to
provide, among other information, reporting information
regarding particular cells, groups of cell, or the system as a
whole.

For example, master storage manager 225 in storage opera-
tion cell 185 may also include a management interface mod-
ule such as management interface 122 shown in FIG. 1 which
may include a reporting and analysis component. This man-
agement interface (not shown) may access management
information received from both storage manager 200 in cell
175 and storage manager 200 in storage cell 180. Master
storage manager 225 may, therefore, provide system admin-
istrators with a unified view of all storage operation cells
within a configured storage operation system.

Although each storage operation cell may process system
management information via a respective management inter-
face module (e.g., generating performance metrics, trending,
forecasting, and resource allocation), processing of system
management information may be provided centrally at master
storage manager 225. In such embodiments, system manage-
ment information may be sent by the storage manager of each
storage operation cell (e.g., storage manager 200 of cell 175)
to master storage manager 225 following each storage opera-
tion. Alternatively, master storage manager 225 may periodi-
cally poll storage certain operation cells for system manage-
ment information based on the report or analysis to be
performed.

FIG. 3B is a flow diagram 400 generally illustrating some
steps involved in using storage operation information (e.g.,
system management information) to generate certain reports
or metrics according to an embodiment of the invention. At
step 402, information associated with various storage opera-
tions within a storage operation cell may be tracked and
stored by the storage manager, media agent or other media
management component associated with one or more storage
operation cells. For example, certain system management
information such as information regarding the data or infor-
mation copied (e.g., data size, type, packaging or other format
details, security, location, destination, size, etc.), the time and
date associated with past, present or future the storage opera-
tion, the policy responsible for initiating the storage opera-
tion, the pathway used Ito be used complete the storage opera-
tion, the components involved to be involved in the storage
operation, and the status of the storage operation etc.

In some embodiments, this information may present in an
index, database, metabase or other information storage device
associated with one or more master storage managers or other
media management components associated with one or more
storage operation cells. Thus, in operation, a computing
device (not shown) performing the calculations associated
with a report may request and collect information from vari-
ous master storage managers regarding certain information
relating to metrics to be calculated (described further herein)
(step 404). Once collected, this information may be processed
to generate a specified report or obtain the desired perfor-
mance metric(s). This may include providing forecasting and
trending analyses as further described herein that may be used
for identifying stress points within the system which may be
used to assist in resource allocation (dynamic, automatic or
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manual) in one or more other storage operation cells (e.g.,
cells 175 and 180) associated with the master storage opera-
tion cell (step 408).

In other embodiments, information regarding system per-
formance may be collected from various media management
components within storage operation cells and reported to an
associated master storage manager which may fulfill request
as described above or be reported directly to the computing
device requesting such information. In such embodiments,
the computing device may consult with a master storage
manager to locate media management components that have
information of interest. The computing device may thus con-
sult multiple storage operation cells in search of relevant
information, collate and/or arrange the relevant information
for subsequent processing to generate requested reports or
metrics.

At step 404, it may be determined whether certain infor-
mation is stored in or available in one or more master storage
managers (e.g., master storage manager 225 shown in FIG.
3A). If so, the information may be retrieved and processed
accordingly. This may involve initially polling or otherwise
communicating with master storage managers within the sys-
tem (or specified subset with in the system) to identify storage
operation cells with information relevant to calculating
desired metrics. A list of such cells may be created and used
as a starting point in collecting relevant metric information. If
however, it is determined that the information is not present in
one or more master storage manager(s), the information may
be retrieved from one or more media management compo-
nents in a similar manner (step 406). A computing device
including metric calculation software and an optional user
interface may generate reports and provide forecasting and
resource allocation operation based on the accessed informa-
tion received from these storage manager components (step
408). Such reports may be presented to a user for consider-
ation or may be analyzed by system management software
monitoring system performance.

FIG. 4A shows an illustrative interface screen 412 that may
be generated by reporting and analysis software for perform-
ing certain calculations based on system performance infor-
mation according to an embodiment of the invention. For
example, screen 412 may be generated by management inter-
face module 122 (FIG. 1), and presented to users via interface
module 115 (FIG. 1). As shown, the left side of screen 412
may include a directory tree 414 or other menu structure that
allows users to access and manage different parts of a storage
operation system from a unified display. For example, direc-
tory tree 414 may include a “reports” field 416, which may,
among other things, provide users with the ability to request
and monitor report results associated with various aspects of
the storage operation system.

Selecting a report from field 416 may cause the system to
generate provide a user display 420 allowing a user to specify
parameters and generate certain reports regarding a particular
category or occurrence of interest. Such reports may be pre-
programmed by a vendor and/or created by an end user
through reports generation tool (not shown) using techniques
and procedures known in the art.

As shown, such reports may include, but are not limited to
Billing, Data Protection, Data Recovery, Primary Storage or
Commecell Growth and may include multiple subcategories as
shown in connection with Data Protection reports on the left
hand side of screen 412. However, it will be understood that
these reports are only illustrative and that any other reports
relating to system operation or performance may be added if
desired. By selecting, for example, “CommCell Growth” ele-
ment 418 from reports field 416, display 420 may be pre-
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sented to the user. In some embodiments, users may enter
certain specifics as filter parameters that provide or generate
criteria that specifying data or occurrences of interest. For
example, display 420 may include menu option 422 for
selecting components or modules of the storage operation
system that may be used in generating certain reports associ-
ated with the selected components or modules. For example,
as illustrated in the embodiment of FIG. 4A, subclient(s) 424
has been selected.

Display 420 may include various time range selection
options 426. For example, a user may select a report that
provides information based on a certain frequency (e.g., a
weekly basis) and/or over a specified time range (e.g., over
last 8 weeks). Thus, frequency option 428 and range option
430 may specify areport generated based on subclient related
information collected on a weekly basis (i.e., based on option
428) over a specified eight-week period (i.e., based on option
430). In other embodiments, a range of dates may be specified
if desired.

Using an output or result field 431, a user may specify that
a certain format for displaying results that may include vari-
ous graphical displays for displaying report results. In the
provided example, a bar graph display is selected, however
any suitable layout may selected of desired (e.g., pie chart, a
line plot across and x-y axis, etc.). A report may be generated
for subclients of a particular storage operation cell or other
selected storage operation cells using selection field 432.
Thus, as shown in exemplary screen 412, specific storage
operation cells 436 and 438 may be selected and included in
a subsequently generated report. After specifying the infor-
mation certain information, By clicking on “Generate” button
440 in screen 412, a Commecell growth report may be gener-
ated, as by clicking on “Generate” button 440 in screen 412
(shown in FIG. 4B).

FIG. 4B shows an illustrative report screen 445 for pro-
vides results based on the information specified in FIG. 4A
according to an embodiment of the invention. The display
option for the report may be changed using chart option menu
447. For example, the current report display for subclient
components associated with the storage operation cell “Hum-
mer” (i.e., as indicated by information bar 452 within screen
445) is displayed by bar graph 450. Bar graph 450 may
display the number of subclients in use during storage opera-
tions, as indicated at 455, as a function of a selected time
range, indicated at 457. Bar 460 may indicate that during the
week of Monday, September 12 (i.e., No. #09/12#), twenty-
eight subclients were involved in storage operations. Simi-
larly, bar 462 may indicate that during the week of Monday,
September 19 (i.e., No. #09/19#), twenty-four subclients
were involved in storage operations, which indicates a reduc-
tion compared to the previous week. Graph 450 also illus-
trates that over an eight-week period (i.e., from Mon. 08/01-
Mon. 09/19), six weeks show no subclient activity, as
indicated at 465.

In addition to graph 450, table 470 may also illustrate the
results associated with subclient activities in storage opera-
tion cell Hummer. The generated results may provide user and
administrators with an indication as to how a particular com-
ponent or module has been utilized. This may include the
amount of data traffic, data copied or moved to and from
various locations, resources used such as certain media man-
agement components or storage device capacity, system
bandwidth etc.

Based on this information, operational trends may be deter-
mined, which may provide the ability to forecasting future
resource needs. For example, the results shown in graph 450
or table 470 may indicate that there is no increase associated
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with the number of active subclients within the storage opera-
tion cell (e.g., based on entries 460 and 462). Thus, no addi-
tional resources may need to be allocated based on the
observed information, which, in some instances, may indicate
the storage operation cell may additional resources to spare.
However, if the results had shown an increase in the number
of'subclients used in the storage operation cell, this increased
trend over the eight-week time period allows the system or a
user to recognize and plan for any resource shortage or bottle-
neck including adding or assigning alternative resources to
the storage operation cell such as media agents, data paths,
storage devices such as tape drives and associated storage
media (e.g., tapes, discs, etc.).

In determining a trend or trends in the growth results,
various algorithms, formula, and/or data manipulation tech-
niques such as linear regression, extrapolation, interpolation,
best fit curves, likelihood functions or other techniques
known in the art may be employed based on the data points
available and the desired metrics to be calculated.

FIG. 5A shows another illustrative display 512 generated
by a reporting module according to an embodiment of the
invention. Similar to the interface screen of FIG. 4A, screen
512 may also include directory tree 514, which may allow
users to access and manage different parts of a storage opera-
tion system from a unified display. For example, directory
tree 514 may also include a “reports” field 516. As shown,
screen 512 may include menu option 522 for selecting com-
ponents or modules of the storage operation system that may
be used in generating growth reports associated with the
selected components or modules. In the illustrated embodi-
ment, Media Agent(s) option 524 has been selected.

Scheduling options 526 may include various time range
selection options. For example, a user may select a growth
report that provides information based on frequency (e.g., a
weekly basis) and over a specified time range (e.g., over last
8 weeks). Thus, frequency option 528 and data range option
530 may provide a report that may be generated based on data
agent related information that is collected once a week (i.e.,
based on option 528) over an eight-week period (i.e., based on
option 530). Scheduling option 531 may include a display
chart option for displaying the report results. In the provided
example, a bar graph display may be selected. A report may
be generated for data agent of a particular one or more
selected storage operation cells using selection field 532.
Thus, based on exemplary screen 512, storage operation cells
536 and 538 may be selected for growth report generation
purposes. By clicking on “Generate” button 540 in screen
512, a corresponding report may be generated, as illustrated
in FIG. 5B.

FIG. 5B shows an illustrative interface screen 545 for pro-
viding reported results based on the entered scheduling infor-
mation shown in FIG. 5A according to an embodiment of the
invention. The display option for the growth report may be
changed using chart option menu 547. For example, the cur-
rent growth report display for data agent components associ-
ated with the storage operation cell Hummer” (i.e., as indi-
cated by information bar 552 within screen 545) is displayed
by bar graph 550. Bar graph 550 may display the number of
data agents in use during storage operations, indicated at 555,
as a function of a selected time range, indicated at 557. Bar
560 may indicate that during the week of Monday, September
12 (i.e., No. #09/12#), eight data agents were involved in
storage operations.

Similarly, bar 562 may indicate that during the week of
Monday, September 19 (i.e., No. #09/19#), eight subclients
were also involved in storage operations, which indicates no
change in the number of data agents compared to the previous
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week. Graph 550 also illustrates that over an eight-week
period (i.e., from Mon. 08/01 Mon. 09/19), six weeks show no
data agent activity, as indicated at 565.

In addition to graph 550, table 570 also illustrates the
results associated with the number of active data agents in
storage operation cell Hummer in table form. The generated
results may provide users and administrators with an indica-
tion as to how a particular component or module has been
utilized. As previously described, based on this information
trends may be determined, which provides the ability to fore-
cast future resource needs. For example, the results shown in
graph 550 or table 570 may indicate that there is no increase
associated with the number of active data agents used within
the storage operation cell. However, if the results indicate an
increase in the number of data agents used in the storage
operation cell, this increased trend over the eight-week time
period may have provided an opportunity for evaluating and
adding more data agent resources to the storage operation
cell. The number of data agent resources forecasted for addi-
tion to a storage operation cell may be based on other calcu-
lated metrics associated with the storage operation compo-
nents such as, for example, the utilized bandwidth of data
pathways during storage operations, status of storage opera-
tions, data load, available storage devices etc. As mentioned
above, various other algorithms, formulae, and/or data
manipulation techniques may be incorporated based on the
metrics used to evaluate resources within the one or more
storage operation cells within a storage operation system.

FIG. 6A is yet another illustrative screen 612 generated by
a management interface module for entering scheduling
information for trending and resource forecasting according
to an embodiment of the invention. For example, screen 612
may also be generated by a reports interface module 122
(FIG. 1), and accessed and displayed to users via interface
module 115 (FIG. 1). The left side of screen 612 may include
a directory tree 614 that allows users to access and manage
different parts of a storage operation system from a unified
display. For example, directory tree 614 may include a
“reports” field 616, which may, among other things, provide
system administrators or authorized uses with the ability to
monitor and manage reports associated with various aspects
of the storage operation system. By selecting, for example,
“CommCell Growth” element 418 from “reports” field 616,
an illustrative display 620 may be presented to an adminis-
trative user. Display 620 may include menu option 622 for
selecting components or modules of the storage operation
system that may be used in generating growth reports asso-
ciated with the selected components or modules. For
example, in the illustrated embodiment of FIG. 6A, Data
Protection Job(s) 624 has been selected.

Scheduling options 626 may include various time range
selection options. For example, a user may select a growth
report that provides information based on frequency (e.g., a
daily basis) and over a specified time range (e.g., over last 7
days). Thus, frequency option 628 and range option 630 may
provide a growth report that may be generated based on the
number of data protection jobs carried out daily (i.e., based on
option 628), and over a seven day period (i.e., based on option
630).

Scheduling option 631 may include a display chart option
for displaying the growth report results. In the provided
example, a bar graph display is selected. A growth report may
be generated for performed data protection jobs of a particu-
lar one or more selected storage operation cells, whereby the
storage operation cells are selected using selection field 632.
Thus, based on exemplary screen 612, storage operation cells
636 and 638 may be selected for growth report generation
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purposes. By clicking on “Generate” button 640 in screen
612, a corresponding growth report may be generated, as
illustrated in FIG. 6B.

FIG. 6B shows an illustrative interface screen 645 for pro-
viding reported results based on the entered scheduling infor-
mation shown in FIG. 6 A according to an embodiment of the
invention. The display option for the growth report may be
changed using chart option menu 647. For example, the cur-
rent report display for data protection jobs associated with the
storage operation cell Hummer (i.e., as indicated by informa-
tion bar 652 within screen 645) is displayed by bar graph 650.
Bar graph 650 may display the number of data protection
jobs, indicated at 655, as a function of a selected time range,
as indicated at 657. Bar 660 may indicate that during the
weekend of September 16-18 (i.e., No. #09/16-09/18#), forty
data protection jobs were performed. Similarly, bar 662 may
indicate that on the following Monday, September 19 (i.e.,
No. #09/194#), eighteen data protection jobs were performed,
indicating a reduction in data protection jobs compared to the
weekend. Graph 650 also illustrates that over the period of
about a week (i.e., from Tues. 09/13-Mon. 09/19), for three
days, no data protection jobs are performed, as indicated at
665.

In addition to graph 650, table 670 may also illustrate the
growth results associated with the listed data protection jobs
in storage operation cell Hummer. The generated results may
provide users and administrators with information regarding
various data protection activities that may have been per-
formed. Based on this information, trends may be deter-
mined, which may provide opportunities for forecasting
future resource needs. For example, the results shown in
graph 650 or table 670 may indicate that there may be a trend
associated with the increased number of data protection jobs
occurring over weekends. Using this information, additional
storage system resources may be assigned to handle the
increased data load associated with performing the increased
number of data protection jobs during busy periods such the
weekends. For example, additional storage devices and/or
media agents may be utilized during these periods.

In determining a trend or trends in the growth results,
various algorithms, formula, and/or data manipulation tech-
niques may be incorporated based on the metrics used to
evaluate resources within the one or more storage operation
cells within a storage operation system. Moreover, system
parameters may change or vary according to needs of the
end-user of the storage operation system. For example, if the
end-user is in the financial business, the metrics used for
determining when and how often to perform data protection
jobs may differ from those used in other industries such as
retail.

For example, the storage capacity thresholds used to trig-
ger a warning condition may differ depending on the usage
rate of storage capacity. If, for example, the rate of data
storage capacity usage is high, such as in a financial applica-
tion, it may be desired to use a lower threshold (e.g., 60%) for
awarning condition, thus, providing sufficient advance notice
to secure additional resources. In a retail application, how-
ever, the rate of consumption of storage media may be much
lower, so that a warning threshold level may be set a higher
percentage (e.g., 80%) which still providing sufficient time to
secure additional resources. Thus the reporting modules of
the present invention, may be used to analyze storage capacity
usage information to predict future storage resource needs,
(e.g., additional storage devices) before the resources become
overburdened, reach maximum capacity, or become other
unusable or inoperable.
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In some embodiments of the invention, user-defined met-
rics may be utilized for generating system management infor-
mation that may be associated with one or more storage
operation cells within a storage system. In such embodi-
ments, users or system administrators may be able to apply
desired metrics for particular storage activities. For example,
different statistical predictive analysis routines may be
applied to data storage activities (e.g., read and/or write
operation) associated with storage devices. Other examples
may include applying metrics associated with the data path-
ways taken by storage data during particular storage opera-
tions involving sensitive data (e.g., classified information).

In other embodiments of the invention, default-metrics
may be utilized for generating system management informa-
tion that may be associated with one or more storage opera-
tion cells within a storage system. In such embodiments,
based on end-user requirements, the storage manager and
management interface module may provide a set of standard
metrics (e.g., storage device priority level) and scheduling
criteria (e.g., data backup frequency) for processing storage
activity information prior to generating reports (e.g., growth
reports). For example, if the storage system is used in retail
based industries, a different set of default settings may be
used than if the storage system is being utilized for storage
management in, for example, law enforcement. For example,
in law enforcement applications, data protection jobs may be
scheduled to occur more often, the threshold values for stor-
age capacity alerts associate with storage devices may be
lower, and growth reports associated with the data protection
jobs may be generated more often (see FIG. 6B).

FIG. 8A is an illustrative interface screen 712 that may be
used for specifying and evaluating failed storage operations
according to an embodiment of the invention. For example,
similar to the screens described above, screen 712 may be
generated by management interface module 122 (FIG. 1), and
accessed and displayed to users via interface module 115
(FIG. 1). The left side of screen 712 may include directory
tree 714, which allows users to access and manage different
parts of a storage operation system from a unified display. By
selecting, for example, “CommCell Growth” element 718
from reports field 716, an illustrative display of various man-
agement scheduling options may be presented to a user via
display 720. Display 720 may include various time range
selection options. For example, a user may select to receive
job failure reports over a specified time range (e.g., over last
7 days). Thus, option 725 may be used to access failure
reports over the last seven days. Scheduling option 730 may
include a failure occurrence setting 732, which may allow
users to specify the number of consecutive job failures that are
to be captured and considered a single failure. This allows a
user to exclude spurious or accidental failures and define a
number of consecutive failures considered to be operationally
relevant.

For example, in storage systems where the end-user
requirements are relatively fault tolerant, the number of con-
secutive job failures that may be defined as a single failure
occurrence may be set to higher value (e.g., five consecutive
failures defined as one occurrence) as opposed to more sen-
sitive applications (e.g., two failures). Scheduling option 730
may also include a display setting 734, which provides an
indication of the number of fault occurrence details that may
be displayed in the failure report.

As illustrated in the exemplary embodiment of FIG. 8A,
the displayed occurrences are set to five, but other numbers
may be used if desired. A failure report may be generated for
a particular one or more selected storage operation cells,
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whereby storage operation cells or storage operation cell
groups may be selected using selection fields 744 and 746,
respectively.

FIG. 8B shows an illustrative interface screen 745 for pro-
viding reported results based on the entered scheduling infor-
mation shown in FIG. 8 A according to an embodiment of the
invention. Table 770 may illustrate consecutive failures
occurrences for the selected “East Coast CommCells” client
group, as indicated at information bar 772. The generated
results may provide users and administrators with informa-
tion regarding the occurrences of failures with the selected
storage operation cell group (i.e., specified by “East Cost
CommCells”). For example, within storage operation cell
776, storage operation cell application “Windows 2003 32-bit
File System™ 778 has incurred failures during default backup
operations. The failure reports may be displayed as failure
occurrences, as indicated by 780, whereby for each failure
occurrence, time and date information 782 may be displayed.

Based on this information, trends may be determined,
which may provide information associated with the root
cause of certain failures. For example, a failure occurrence
may be correlated with other storage operation metrics and
other storage related parameters to determine the possible
cause of the failure. If, for example, metrics indicate sufficient
storage capacity, transmission bandwidth, and media man-
agement components, but one or more links in the data path-
way to a storage device show increased congestion or failures,
such congestion may be attributed to the possible fault. Such
information may be correlated with other reports and perfor-
mance information to identify common resources involved
for fault isolation.

Using trending or forecasting analysis, other fault occur-
rences may be evaluated and compared with each other in a
similar manner. If; for example, other fault occurrences show
that a particular pathway or storage device has an increasing
number of faults, this may indicate a device or pathway is
close to failure or overburdened. This allows the system or a
user to employ additional or alternative resources to correct a
detected problem or inefficiency. For example, the one or
more data pathways may be re-routed or additional data com-
munications link may be installed to alleviate any detected
problem.

FIGS. 9A-9D are illustrative interface screens for creating
client groups within a storage operation system according to
an embodiment of the invention. Referring to FIG. 9A, a new
group of storage operation cells may be created by, for
example, clicking on Cell-Client Group field 902 and select-
ing the New Cell-Client Group field 904 from directory tree
906. By selecting New Cell Client Group field 904, an inter-
face screen, such as exemplary interface screen 915 illus-
trated in FIG. 9B, may be presented to system users according
to an embodiment of the invention. Using screen 915, a sys-
tem administrator or authorized user may assign a name for
the creation of a new storage operation cell group by making
an entry in field 917.

Description information associated with the cell group
may be entered in field 920. Similarly time-zone selection
may be set using pull-down menu 922. Once the fields in
Screen 915 have been entered, an exemplary illustrative inter-
face screen, such as screen 925 shown in FIG. 9C, may be
presented according to an embodiment of the invention. From
screen 925, one or more storage operation components may
be selected. For example, utilizing fields 930, one or more
storage operation cells (e.g., draco-61 galaxy, dimsum 5.0)
may be selected for incorporation in the created storage
operation cell group. Also, for example, fields 935 may be
used to select one or more client computers (e.g., DAGGER
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COMMVAULT.COM) for each of the selected storage opera-
tion cells indicated in fields 930. Once the one or more storage
operation components have been selected, the illustrative
interface screen 940 of FIG. 9D may be used to select one or
more applications for use in association with the selected
storage operation cell group. As illustrated in FIG. 9D, fields
945 may provide a selectable list of applications associate
with the storage operation cells associated with the created
group. Also, as indicated at fields 950, a list of applications
may also be selected for the other storage system components
(e.g., data agents) within the group’s storage operation cells.
Once the selections have been made from fields 945 and 950,
“Finish” button 955 may be activated.
Systems and modules described herein may comprise soft-
ware, firmware, hardware, or any combination(s) of software,
firmware, or hardware suitable for the purposes described
herein. Software and other modules may reside on servers,
workstations, personal computers, computerized tablets,
PDAS, and other devices suitable for the purposes described
herein. Software and other modules may be accessible via
local memory, via a network, via a browser or other applica-
tion in an ASP context, or via other means suitable for the
purposes described herein. Data structures described herein
may comprise computer files, variables, programming arrays,
programming structures, or any electronic information stor-
age schemes or methods, or any combinations thereof, suit-
able for the purposes described herein. User interface ele-
ments described herein may comprise elements from
graphical user interfaces, command line interfaces, and other
interfaces suitable for the purposes described herein. Screen-
shots presented and described herein can be displayed differ-
ently as known in the art to input, access, change, manipulate,
modify, alter, and work with information.
While the invention has been described and illustrated in
connection with preferred embodiments, many variations and
modifications as will be evident to those skilled in this art may
be made without departing from the spirit and scope of the
invention, and the invention is thus not to be limited to the
precise details of methodology or construction set forth above
as such variations and modification are intended to be
included within the scope of the invention.
What is claimed is:
1. A method of identifying storage system resources to be
added to a storage system, wherein the method is performed
by a computing system having a processor and memory, the
method comprising:
storing primary data created by a plurality of software
applications on a plurality of primary storage devices in
a primary storage system;

storing at least one or more secondary copies of the primary
data on one or more secondary storage devices in a
secondary storage system;
managing with a storage manager, one or more secondary
copy storage operations that copy at least a portion of the
primary data to create the one or more secondary copies
using a plurality of media agents that transfer the sec-
ondary copies to the secondary storage devices;

forecasting with the storage manager, a need for additional
primary system resources in the primary storage system
based at least on the trend of the number of active media
agents that transfer the secondary copies to the second-
ary storage devices;

identifying the one or more additional primary storage

system resources to be added to the primary storage
system based on the forecasting;

forecasting with the storage manager, a need for additional

secondary system resources in the secondary storage
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system based at least on the trend of the number of active
data agents in the primary storage system, wherein the
active data agents monitor the plurality of software
applications in the primary storage system; and

identifying the one or more additional secondary system
resources to be added to the second storage system that
stores the secondary copies based on the forecasting.

2. The method of claim 1 further comprising:

receiving at least a trend of a number of data protection jobs
associated with the secondary storage system; and

forecasting the need for the additional primary system
resources in the primary storage system is further based
at least in part on the trend of the number of data pro-
tection jobs associated with the secondary storage sys-
tem that stores the secondary copies.

3. The method of claim 1 further comprising:

receiving information relating to the trend of a number of
active media agents associated with the secondary stor-
age system; and

forecasting the need for data storage capacity in the pri-
mary storage system based at least in part on the trend of
the number of active media agents associated with the
secondary storage system that stores the secondary cop-
ies.

4. The method of claim 1 further comprising:

receiving information relating to at least a trend of a num-
ber of fault occurrences associated with the secondary
storage system; and

forecasting the need for the additional primary system
resources in the primary storage system based at least in
part on the trend of the number of fault occurrences
associated with the secondary storage system that stores
the secondary copies.

5. The method of claim 1 further comprising:

receiving information relating to congestion associated
with copying secondary data to the secondary storage
system; and

forecasting the need for the additional primary system
resources in the primary storage system based at least in
part on the congestion associated with copying the sec-
ondary data to the secondary storage system.

6. The method of claim 1 further comprising:

receiving information relating to hierarchical storage man-
agement copy operations associated with copying sec-
ondary data to the secondary storage system; and

forecasting the need for the additional primary system
resources in the primary storage system based at least in
part on the hierarchical storage management copy
operations associated with copying the secondary data
to the secondary storage system.

7. The method of claim 1 further comprising:

receiving information about a component of the secondary
storage system; and

forecasting the need for the additional primary system
resources in the primary storage system based at least in
part on the information about the component of the
secondary storage system.

8. The method of claim 1 further comprising:

receiving information relating to at least a trend of a num-
ber of active clients and sub-clients associated with the
primary storage system; and

forecasting the need for the one or more additional second-
ary system resources in the secondary storage system is
further based at least in part on the trend of the number
of active clients and sub-clients in the primary storage
system.
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9. The method of claim 1 further comprising:

receiving information relating to hierarchical storage man-
agement copy operations associated with copying sec-
ondary data to the secondary storage system; and

forecasting the need for in the additional primary storage
system resources based at least in part on the hierarchi-
cal storage management copy operations associated
with copying the secondary data to the secondary stor-
age system.

10. The method of claim 1, further comprising activating a
warning upon determining that the number of active data
agents has reached a threshold number.

11. A storage operation system for use in a data storage
network, the storage operation system comprising:

aprimary storage system comprising a plurality of primary
storage devices, the primary storage system stores pri-
mary data created by a plurality of software applications,
the primary storage system further comprising a plural-
ity of data agents that monitor the plurality of software
applications;

a secondary storage system comprising one or more sec-
ondary storage devices, the secondary storage system
stores at least one or more secondary copies of the pri-
mary data, the secondary storage system further com-
prising a plurality of media agents that copy the one or
more secondary copies to the one or more secondary
storage devices;

a storage manager comprising at least computer hardware,
the storage manager manages one or more secondary
copy operations that copies at least a portion of the
primary data to create the one or more secondary copies
associated with the one or more secondary storage
devices using the plurality of media agents associated
with the plurality of secondary storage devices;

the storage manager forecasts a need for additional primary
storage system resources in the primary storage system
based at least on the trend of the number of active media
agents performing secondary copy operations in the sec-
ondary storage system;

the storage manager identifies the one or more additional
primary storage system resources to be added to the
primary storage system based on the forecasting;

the storage manager forecasts a need for additional second-
ary system resources in the secondary storage system
based at least on the trend of the number of active data
agents that monitor the plurality of software applications
in the primary storage system; and

the storage manager identifies the one or more secondary
storage system resources to be added to the second stor-
age system that stores the secondary copies based on the
forecasting.

12. The storage operation system of claim 11 further com-

prising:

the storage manager receives at least a trend of a number of
data protection jobs associated with the secondary stor-
age system; and

the storage manager further forecasts the need for the addi-
tional primary system resources in the primary storage
system is further based at least in part on the trend of the
number of data protection jobs associated with the sec-
ondary storage system that stores the secondary copies.

13. The storage operation system of claim 11 further com-
prising:

the storage manager receives information relating to at
least a trend of a number of active media agents associ-
ated with the secondary storage system; and
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the storage manager further forecasts the need for addi-
tional data storage capacity in the primary storage sys-
tem based at least in part on the trend of the number of
active media agents.
5 14. The storage operation system of claim 11 further com-
prising:
the storage manager receives information relating to at
least a trend of a number of fault occurrences associated
with the secondary storage system; and
the storage manager further forecasts the need for addi-
tional primary system resources in the primary storage
system based at least in part on the trend of the number
of fault occurrences associated with the secondary stor-
age system that stores the secondary copies.
15. The storage operation system of claim 11 further com-
prising:
the storage manager receives information relating to con-
gestion associated with copying secondary data to the
secondary storage system; and
the storage manager forecasts the need for additional pri-
mary system resources data storage capacity in the pri-
mary storage system based at least in part on the con-
gestion associated with copying the secondary data to
the secondary storage system.
16. The storage operation system of claim 11 further com-
prising:
the storage manager receives information relating to hier-
archical storage management copy operations associ-
ated with copying secondary data to the secondary stor-
age system; and
the storage manager further forecasts the need for the addi-
tional primary system resources in the primary storage
system based at least in part on the hierarchical storage
management copy operations associated with copying
the secondary data to the secondary storage system.
17. The storage operation system of claim 11 further com-
prising:
the storage manager receives information about a compo-
nent of the secondary storage system; and
the storage manager further forecasts the need for the addi-
tional primary system resources in the primary storage
system based at least in part on the information about the
component of the secondary storage system.
18. The storage operation system of claim 11 further com-
prising:
the storage manager receives information relating to at
least a trend of a number of active clients and sub-clients
associated with the primary storage system; and
the storage manager further forecasts the need for one or
more additional secondary system resources in the sec-
ondary storage system is further based at least in part on
the trend of the number of active clients and sub-clients
in the primary storage system.
19. The storage operation system of claim 11 further com-
prising:
the storage manager receives information relating to hier-
archical storage management copy operations associ-
ated with copying secondary data to the secondary stor-
age system; and
the storage manager further forecasts the need for addi-
tional primary storage system resources in the primary
storage system based at least in part on the hierarchical
storage management copy operations associated with
copying the secondary data.
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20. The storage operation system of claim 11, wherein the
storage manager activates a warning upon determining that
the number of active data agents has reached a threshold
number.



